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Abstract: All modern businesses rely on processes for the delivery of their
products or services. While a skilled, well trained, motivated workforce
and the most up-to-date technologies are vital to business performance, it
is the processes that actually define the business. Well-designed processes,
securely embedded in an organization, drive a culture of compliance and
will largely dictate the quality, timeliness and cost of delivery of the
business’ products or services. However, organizational culture is typically
described as the component that is most difficult to assess and change.
Maturity models are well established in a number of different domains and
differ significantly from audit-style compliance models in that they provide
a roadmap to guide and drive for cultural change in the organization and
answer the question – does the organization have the capability to be
compliant?
The Financial Services Maturity Model (FSMM) for Anti-Money
Laundering (AML) described in this paper is a Governance Risk and
Compliance (GRC) framework that describes the essential business
process components that are necessary for effective implementation of
AML and Combatting the Financing of Terrorism (CFT). It has been
devised based on two key fundamentals; the theory of maturity models
which represent growth in capability as a progression through a series of
levels, and the extant international legislation, regulation, and bestpractice information that pertains to anti-money laundering. The key
objective of the FSMM (AML) model is to facilitate the embedding of an
AML culture in financial services organizations.
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Introduction

The December 2012 penalty of $1.9billion imposed on HSBC Holdings plc was just one
of a string of highly publicised Anti Money Laundering (AML) and sanctions breaches in
both the US and in Europe and was part of a sweeping investigation into the movement of
tainted money through the American financial system. In 2012 the inter-governmental
Financial Action Task Force (FATF) estimated the total cost of money laundering at 25% of worldwide GDP equivalent to US$1.5trillion – US$3.5trillion [1]. The last few
years have brought further reports of breaches of money laundering legislation which end
up costing financial services organizations billions of dollars in penalties and remediation
plus serious reputational damage. This is despite the fact that the vast majority of these
organizations will have invested heavily in people and technology to counteract money
laundering activities. For instance, estimates of global spending on AML compliance in
2013 are expected to be in excess of US$5.8bn[2]. Attempts at mitigating AML risks are
largely driven through an emphasis on compliance with specific requirements within
legislation and regulation; essentially gap analysis of individual processes in an audit
style approach within federalised silos, rather than addressing the processes on an
enterprise-wide basis. The audit approach may be helpful but it is inadequate and thus the
prevailing culture is one of ensuring AML compliance audits are successfully passed,
rather than what is really needed - embedding a culture of consistently doing what is
ethically correct, and making good AML judgements across the entire organization.
Devising a method by which the business processes for AML could be improved and
embedded in the culture of the organization, would be far more valuable and is the
underlying rationale for this research.
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AML and Cultural Change

The need to establish an ethical culture in the organization has been called for repeatedly.
For instance, in a 2003 speech given by Lori A. Richards, Director, Office of Compliance
Inspections and Examinations for the U.S. Securities and Exchange Commission[3] she
stated:
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“It's not enough to have policies. It's not enough to have procedures. It's not enough to
have good intentions. All of these can help. But to be successful, compliance must be an
embedded part of your firm's culture. It is critical that firms establish a strong culture of
compliance that guides and reinforces employees as they make decisions and choices
each day.”
Many other regulatory authorities have made similar calls and through an analysis of
these calls we have identified a set of four common requirements that need to be
addressed.
1.

Embed an AML risk aware and compliance culture in the organization

2.

Move the organization to be compliant with the spirit as well as the letter of the
law

3.

Ensure the AML and compliance culture verifiably reflects the values and risk
appetite espoused by the leadership within the organization

4.

Drive for an AML culture where individual responsibility is stimulated and
rewarded

AML compliance models focus on an organization’s compliance with legislation and
regulation and do not focus on bringing about cultural change, even though cultural
change is what is required. By contrast the model we propose in this paper, the Financial
Services Maturity Model for AML (FSMM (AML)), does address cultural change.
The FSMM (AML) assesses the organization’s process capability to be compliant with
legislation and regulation and strives for the embedding of compliance capability within
the organization’s culture. It is not a compliance model; it does not assess the
organization’s actual compliance with legislation or regulation but what it does do is
enable early remediation, due to identification of weaknesses within the process.
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Concept of Process Capability

Maturity models describe how an organization can progress from having poorly
performing immature processes that give highly unpredictable results to high performing
processes that generate superior results. These quality improvement models, based upon
Crosby’s Management Maturity Grid[4], and the principles of continuous process
improvement, originated in the 1980’s, and have grown in popularity ever since. They are
used in a diverse range of businesses including ERP, software development, project
management, etc.
The fundamental concept is that business processes must undergo continuous incremental
improvement following an evolutionary path through stages of increasing capability, as
illustrated in Figure 1 below.
Performing a process effectively at one capability level provides a solid foundation for
evolutionary progress to the next level. The progression of improvement in capability is
demonstrated through:
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The strength and integrity of the process, advancing from poor or ad hoc
processes, to excellent, world-class processes.



The adherence to execution of the process, going from one that is inconsistently
followed to one that is always followed without exception.



The results that are achieved through the process, progressing from
unpredictable outcomes to outstanding outcomes.

Figure 1 Capability Maturity Model Structure

The original need for such a model was raised with our research team by a financial
industry consortium in 2012, who among other things noted that while credit and market
risk models for banks have been mature for some time, the operational risk models have
not.
Capability maturity models have been widely used to guide process improvement, and
embed sustained and verifiable improvement in the culture of businesses around the
world. Hence the maturity model approach is a very appropriate framework on which to
base the FSMM (AML).
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Literature Review

Literature review is standard research practice used to establish a theoretically sound
basis for the research. Hence, an extensive and detailed literature review of international
AML legislation, regulations, guidelines and standards was carried out to guide and
ensure the architectural integrity of the FSMM (AML) model. Table 1 (below) shows a
sample of the legislation and regulation we investigated.
Table 1 Literature Sources for FSMM (AML)

These literature sources were combined with contributions sourced through participation
and interview with legal and industry experts in a range of financial institutions.
In addition to the literature sources on AML we also conducted an extensive literature
review of process modeling techniques and especially the CMM/CMMI maturity models
developed by the Software Engineering Institute of Carnegie Mellon University in
Pittsburgh, USA, [22,23] which were used to inform the design and structure of the
FSMM (AML).
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Research Method

To conduct this research and develop the maturity model we followed an iterative
Action-Research based approach. This research methodology is proven to be very
effective in investigations into cultural and social phenomena and the development of
theories and models in many other areas such as education, healthcare, and organizational
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development.[24,25,26] Practitioners with AML management responsibilities have
extremely valuable expert knowledge and experience of the problem. Hence, frequent
engagement with industry-based AML subject matter experts was also required to ensure
the feasibility and applicability of the FSMM (AML) model. To produce the model we
worked directly with representatives from Citibank, Bank of Ireland, Allied Irish Bank,
and BAE Detica Systems. The research model is shown below in Figure 2.
Figure 2 Action Research Model for Creating the FSMM (AML)

The research spiralled through a series of four phases:
1. Extract and Construct
2. Collaborate
3. Correct
4. Consolidate
before recommencing with the Extract and Construct phase again.
In the Extract and Construct phase, information from legislation and regulation was
extracted and this was used to construct a model component. Model components are
individual Process Areas that contain process descriptions, goals, activities and
institutionalization factors; they are described more fully later in the paper. This is also
referred to as theory building.
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The model component was then presented in the Collaborate phase to our industry
reviewers to peer review the component and provide their comments. Apart from gaining
valuable insight from the practitioners this was also a means to provide on-going
validation of the model construction through engagement with professional subject matter
experts.
In the Correct (or learning) phase we incorporated the updates and refinements from the
Collaborate phase into the newly created model component and we also incorporated any
new learning for creating future model components.
In the Consolidate phase we integrated the new model component with the other already
completed components and reviewed the domain for coherence and coverage. We also
reviewed and refined the action-research approach. Then the research returned to the
Extract and Construct phase to create the next model component.
On average creating a component could take between four and eight weeks depending on
the difficulty of the area being investigated.
Data collection and component construction is on-going in this respect and the model has
an expected completion date of December 2013, however plans for conducting pilot
assessments are underway and are scheduled to begin during Q1 2014 in a number of
selected financial services organizations.
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Comparison of Maturity models and Audit models

Before detailing the structure and contents of the FSMM (AML) it is worth examining
some of the key differences between Maturity models and Audit models.
In terms of their approach audit models tend to be adversarial or even confrontational,
where typically an auditor who may be external or internal to the organization will
examine work products or process execution for non-compliance. The organizational
context may not be considered and the results are typically binary; compliant or noncompliant. In contrast maturity models tend to be more collaborative. The capability
assessment team will work with the organization to indicate process strengths and
weaknesses vis-à-vis the normative reference, i.e. the maturity model. The results are
more likely to be richer textual descriptions that take into account the organizational
context.
Having an emphasis on compliance, audit models have a tendency to focus on the “letter
of the law”, which leads to a prevailing culture of ensuring AML compliance audits are
successfully passed, rather than what is really needed - embedding a culture of
consistently doing what is ethically correct and making good AML judgment’s, across
the entire organization. Maturity models, while concerned that an organization’s
processes have the capability to be compliant with the “letter of the law” are also
concerned with embedding a culture of risk awareness for complying with the “spirit of
the law”.
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Hence, while the aim of audit models is to find instances of non-compliance with AML
legislation and regulation, it is the aim of maturity models to guide process improvement,
embed cultural change, and develop organizational compliance capability.
In terms of their perspective, audit models are essentially a ‘point-in-time’ examination
of compliance for a few selected discrete areas of a firm’s business, whereas maturity
models can take either an organization wide or, a deep, single process view of current
capability and projected capability improvement.
Outcomes from audits are typically focused on recent activities and reported as a series of
deficiencies with respect to AML legislation and regulation. Outcomes from maturity
assessments are typically focused on process capability and how that capability can be
improved and progressed.
Embedding cultural change features very highly in maturity models and is done through
specific institutionalization factors, whereas this is not a feature of audit models.
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The FSMM (AML)

The FSMM (AML) is intended, to define all of the processes required to meet an
organization’s AML and Sanctions obligations under international legislation and
regulation. The major contribution of the model is that it goes beyond identifying
compliance obligations. When used as an assessment vehicle it will inform the
organization of strengths in its AML processes, and opportunities for improvement of its
AML processes. The model is independent of any single jurisdiction, is independent of
organization size, and is informed by work conducted internationally for the development
of continuous process improvement models and best practice in other areas, specifically
in risk management. Again, the model does not assess the organization’s compliance with
legislation or regulation but the organization’s process capability to be compliant with
legislation and regulation by virtue of having essential AML processes established and
followed.
Through in-depth consultations with industry experts and analysis of the need to have an
enterprise-wide approach, the research team identified five Domains the FSMM (AML)
needed to focus on. The FSMM (AML) domains are:


Governance



Risk



Due Diligence



Investigation and Reporting



Organizational Support

The domains were created to provide repositories for logical groupings of AML model
components. Hence, each domain contains Process Areas that were created for particular
aspects of AML and are essential to process improvement and cultural change. There are
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a total of sixteen process areas distributed between the five domains. Figure 2 below
shows the distribution of process areas across the various domains.
Table 2 FSMM (AML) Domains and Process Areas

The process areas in the AML Governance Domain focus on the overall approach for
directing and controlling the organization, using a combination of management
information and hierarchical management control and reporting structures. The
governance structures are the foundation for managing compliance with legislative and
regulatory requirements for AML. There are four process areas in the domain:


AML Architecture Definition establishes a governance infrastructure for
effective AML risk management that supports the organisation’s strategies,
standards and policies. It describes the fundamental elements the organization
utilizes to meet its legislative and regulatory obligations for AML risk
management.



AML Strategy Definition produces an operational definition of the AML
strategy that will be followed by the organization. This includes identifying the
set of strategic objectives that AML risk management seeks to achieve, to drive
for compliance with legislation and regulation, and to embed a culture of risk
awareness in the organization.



AML Policy Formulation translates the organization’s AML risk strategies into
tangible assets that can be used for the day to day management of risks
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associated with AML. It results in a broad outline of the policies to be
implemented for key risks and operational activities.


AML Quality Assurance provides the board with assurance of the compliance
and effectiveness of all AML processes and visibility into AML operations,
processes and controls within the organization.

The necessity for an AML Risk Domain is based on legal and regulatory requirements.
The process areas in the AML Risk Domain reflect the fact that AML legal and
regulatory requirements are founded on a risk-based approach which has two elements:
identifying and evaluating risks, and then deciding what can be done to mitigate those
risks.


AML Risk Identification and Assessment enables the organization to identify
and quantify potential AML risks inherent in its business profile, the selection of
the necessary assessment tools and the creation of a risk classification system.
This results in the development of a risk register that provides the basis for
strategy, policies and risk mitigation activities.



AML Risk Mitigation reduces the extent of exposure to AML risk and
formulates measures to be taken should a risk become an issue. Risk mitigation
has three key components – the procedures or additional controls that are put in
place to reduce the risk, technology tools applied to monitoring the risk, and the
actions required once the risk materialises.

The process areas in the AML Due Diligence Domain are necessary for knowing who
your customer is (KYC) and therefore meeting Customer Due Diligence (CDD)
obligations as well as identifying suspicious behaviours or transactions by customers.


Customer Onboarding establishes a consistent approach to meeting the customer
due diligence (CDD) obligations as set out in the relevant legislation and
regulations. It is concerned with the capture of KYC data enabling the customer
to be classified and assigned to a risk category prior to establishing a
relationship or carrying out any transactions, as appropriate.



Transaction Monitoring is intended to systematically review customer
transactions and transaction patterns to detect potentially suspicious events and
to comply with directions from regulatory and enforcement agencies regarding
restricting certain transactions.



Customer Monitoring is the systematic review of customer activities to detect
potentially suspicious events and changed circumstances, and to comply with
directions from regulatory and enforcement agencies regarding restricting
certain activities or transactions.
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Sanctions implementation follows a consistent process that enables the
organization to effectively monitor transactions for sanctions breaches, to block
transactions where appropriate and to report attempted and actual breaches.

The process area in the AML Investigation and Reporting Domain is key for managing
alert investigations and reporting of suspicious transactions.


AML Alert Disposition establishes a consistent approach to investigating
transactions or transaction patterns and reports of suspicious activities. The
scope of the investigation process will involve the collection of the due diligence
information and the transaction or activity information giving rise to the alert..

Finally, the process areas in the Organizational Supports Domain are not necessarily
AML specific, in this model they focus on two distinct AML requirements: 1.
Obligations under legislation and regulation (Human Resource Management, AML
Training, and Record Keeping) and, 2. Internal management issues (Process and
Technology Optimization, and Data Measurements and Analytics).


Record Keeping ensures there is a consistent approach to meeting all legislative
and regulatory obligations regarding the retention and maintenance of data and
records. This is of special significance for AML.



Human Resource Management ensures that with regard to AML there is a
consistent approach to meeting all legislative and regulatory obligations
regarding the hiring, retention, and promotion of staff. The aim is to assure the
organisation that as well as monitoring customer behaviours and transactions the
organisation is performing employee due diligence by monitoring its employee’s
fitness and probity.



AML Training develops the skills and knowledge of people within the business
so they can perform their roles effectively and efficiently to support the
organization’s strategic business objectives for AML. The scope of the training
process area will cover the establishment of a training responsibility and the
development and delivery of training courses.



Data Measurement and Analytics establishes a quantitative understanding of
business performance and enables an objective approach to decision making.
The focus in the context of this model will be on the usage of appropriate
metrics and their correct application for AML.



AML Process and Technology Improvement drives for continuous incremental
and discontinuous innovative change that measurably improves the processes
and technologies used for AML by the organization.

Every process area follows a common structure containing: Process Area descriptions,
Goals, Activities and Institutionalization Factors. An outline structure for each process
area and what they are intended to achieve is shown in Figure 3.
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Figure 3 Process Area Components, Usage and Outcomes

Each Process Area has a process description that outlines the purpose, necessity,
ownership, objectives, and outputs of the process area. This is followed by a number of
Goal descriptions that collectively fulfil the intent of the process area and provide a
means for logically grouping the practices that are intended to implement and integrate
the process area.
Implementation is achieved by the organization performing Activities for specific AML
practices associated with the process area. Typically these activities are functions that
people actually perform in their day-to-day roles, and at all levels of responsibility in the
organization, and could cover for instance, performing risk assessment, reviewing
transactions, engaging with customers, and so on. Each activity will be associated with a
specific level of capability.
Integration is achieved through following Institutionalization Factors that are designed to
embed the AML practices within the organization. Typically factors for institutionalizing
a process could include, for instance, having defined policies, having process owner’s
assigned, appropriate resources and sufficient funding available, and so on. Each
institutionalization factor will be associated with a specific level of capability.
As stated previously the process areas, goals, activities, and institutionalization factors
were all created through intensive literature review of legislation and regulation to
identify and inform their development.
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Appraisal of process area capability can be performed by comparing what the model
advocates as expressed in the Activities and Institutionalization Factors, with what the
organization is actually doing. This is akin to holding a mirror up to the organization to
gauge how well it’s processes compare with the ‘ideal’ and how well institutionalized
they are. The outputs generated will be process strengths and clearly identified
opportunities for improvement that may enable the organization to take remedial action
before their next compliance audit is due to take place.

The FSMM (AML) assesses a process area’s capability to be compliant with legislation
and regulation and strives for the embedding of compliance capability within the
organization’s culture. The extent of the organization’s goal satisfaction and process
embedding will in effect give an indication of the Process Area’s Capability, its Cultural
Adoption, and the Forecast Outcomes. These are characterised for each capability level in
Table 3 (below).

Table 3 Capability Level Characteristics

Performing an appraisal of all sixteen process areas covering the five domains allows the
organization to build up a composite picture of process capability across the organization
such as that shown in figure 4 (below).
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Figure 4 Organizational Appraisal Outcomes and Target Profile

This representation of the process is very flexible as it enables the organization to create a
target profile as shown in figure 4. The target profile is used to express the desired
capability the organization would like to have for its process areas and the relative
importance that the organization places on one process area versus another. So it allows
the organization to focus on a single area or multiple process areas. It also enables the
organization to assess the resources that will be required in order to improve their
processes and the relative order in which improvement should take place and where the
gaps are greatest between the desired capability level and the assessed capability level.
The capability levels also provide a longitudinal record of continuous improvement that
shows the organizations willingness to improve its AML processes and the actual
progress made.
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Business Advantages of the FSMM (AML)

It has been known for many years, for different businesses in a wide range of industries,
that increasing process capability will reduce wastage, improve quality and increase
operating efficiencies. Early feedback the researchers have received from industry
sources indicate that by using the FSMM (AML) to increase process capability and to
instil a culture of compliance, an organization will greatly reduce the possibility of AML
infringements and of failing regulatory reviews.
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An organization that possesses reliable knowledge about its legislative and regulatory
obligations for AML and the ability of its processes to meet those obligations has a
marked advantage over organizations that do not have this knowledge or insight.
Knowing exactly where processes are failing and where remedial action is required
means resources are not being wasted on constant ‘fire fighting’ and are instead
improving areas that really matter to the business for AML compliance.
Process variability is typically due to human error. This is because either a standard
process doesn’t exist and people have to take decisions by themselves which turn out to
be flawed and compromise the business, or a process does exist but it isn’t followed due
to the prevailing culture within the organization and again the business is put at risk. By
using the FSMM (AML) the business can clearly identify all the essential AML processes
that it needs to create and deploy for consistently doing the right thing.
The FSMM (AML) can provide a mechanism for independent and, if necessary,
anonymous benchmarking of the process capability of the business with an established
standard, with other divisions or departments within the firm, or between businesses. This
facility could allow businesses to evaluate how they compare with peer organizations
within their firm, how they compare with competitors, or how they compare with
expected standards set perhaps by regulatory bodies.
Risk management is a key concern for all financial services businesses. Awareness of
AML risk and compliance with legislation and regulation are essential if the business is
to avoid falling foul of regulatory authorities and incurring severe financial penalties. The
FSMM (AML) will not alone improve the organization’s AML processes but through the
institutionalization factors will also enable high quality risk management by embedding a
risk aware and compliance culture across the organization.
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Conclusion

In this paper we have described a capability maturity model for AML. We have identified
the essential processes that an organization must have in place if it is to perform its AML
functions successfully. We acknowledge our research is still at an early stage, but from
comments and enquiries the research team has already received from the financial
services industry we believe the development of the FSMM (AML) will make a major
contribution, to the management of AML and CFT. It will give organizations a
significant risk mitigation capability, and will also inform the theory of how models
based around organizational capability can be leveraged to yield superior business
performance and compliance for financial services. Finally, while the model is limited to
AML and CFT, it does open up research opportunities for similar models in other areas of
financial services.
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